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The Applied Technology Institute specializes in training programs for technical professionals. Our courses keep you
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on-site training at the major Navy, Air Force and NASA centers, and for a large number of contractors. Our training
increases effectiveness and productivity. Learn from the proven best.
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This Course Shows How To

e Manage ideas and concepts

e Collaborate effectively

— As an adjunct to contracts between USG
and companies

— Between disciplines (PM, engineer,
contracts)

e Recognize biased charts & graphs

 Ensure complex systems really meet
users’ needs (not just the specification)

e Design organizations that work
e Design programs for success

e Build OpCons and CONOPS that make
the above possible

Copyright STC March 2008.
All rights reserved.



By The End Of This Course,
You Will Be Able To . ..

Move confidently from idea to program

Differentiate between CONOPS & other docs
Determine appropriate Level for a CONOPS

Negotiate CONOPS scope & schedule w/client

Recruit and lead a CONOPS-building team

Avoid programmatic pitfalls that derail or kill projects
Assess risks to a CONOPS & develop work-around plans

Build a new CONOPS with powerful graphics and concise,
“meaty” writing

Evaluate and improve existing CONOPS

Copyright STC March 2008.
All rights reserved.



Data-Driven OpCon and
User- Focused CONOPS

Are the Linchpins

p 4 ‘
Evolutionary Scenarios_,, Cu_rrent
. System/Situation,
Increments: \ Justif for Delta, Scenanos
P3l & ECPs Summary of Impacts
Features Left Out & Personas =
Obsolescence Analyses & Scenarios

N
— Personas,

OpCon —* CONOP & Seonmrins B

OpCon Text, Scenarios, Effects-Based Solutions, Lessons
Regular Input From Users Regular Input From Users, | earned
Modeling & Simulation \
Copyright STC 2010. 1 \

All rights reserved.

Architecture - Requirements - -

* Operators, maintainers, SysAdmin & downstream product users all need User Manuals




CONOPS Course Techniques Applicable to
Systems, Organizations and Exercises

CONOPS Emphasis In This Course

#1 — System #2 - Organizations #3 - EXercises
(Multiple) (US Air Traffic Enterprise) (JEFX 02)

Copyright STC March 2008.
All rights reserved.



Solid Thinking’s Field Guide to CONOPS Levels

Level of CONOPS

Uses

Characteristics

I. Overview (Who or
What pieces are
involved)

Show a vision or focus a
team; encourage
compliance with a change

Paints a picture in layman’s language.
No numbers and minimal acronyms.
First step in dev’t IAW DODI 5000.2.

Il. Advocacy (Why
the change is needed)

Sell an idea

Focuses on benefits of an approach, to
secure support.

I11. Architectural
(How the parts
interrelate)

Describe a framework

Focuses on connectivity and how the
parts are related to each other.

IV. Mission (When
the pieces should
work together)

Describe how a system will
be used in missions or
exercises.

Traditional. In military use, discusses
ops, intelligence, logistics, comms,
interactions, sequences, etc.

V. Design (Where, in
detail, the pieces fit
together in the
design)

Drives the requirements
process. Will be used as
basis for subsequent
designs.

Very detailed, discusses component
parts, interrelationships, etc. Stresses
capabilities. Specifies capabilities, not
brand names of subsystems or
components.

Copyright STC March 2008.
All rights reserved.




Bad News: No Standards or Conventions
for CONOPS Formats Exist Across US
Government

e DOD doesn’t agree with DHS, FAA or IC on
content, let alone format

e Four services within DOD don’t agree on
content or format

* Guidelines abound for CONOPS, Concept
Documents, etc., some good, others poorly
designed and most inadequate

Copyright STC March 2008.
All rights reserved.



STC’s CONOPS Definition

A CONOPS is a formal document that employs
the users’ terminology and a specific,
prescribed format to describe the rationale,
uses, operating concept, capabilities and
benefits of a system.

Copyright STC March 2008.

All rights reserved. 10



A CONOPS Is a Unique Tool

e CONOPS have always done a great job
— Uncovering hidden assumptions
— Keeping end users closely involved in dev’t
— Achieving consensus among buyers, developers, users

* Now, no other process gives the BIG PICTURE
— Ensures developer’s view matches users needs
— Shows most stressful conditions/scenarios
— Provides confidence in later test results
— Crucial in spiral development, for timing of later dev’ts
— Reminds organizations of expectations

Copyright STC March 2008.
All rights reserved.
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CONOPS Bridge the Gaps

e Give users, developers &
buyers common ground Developers
to exchange viewpoints &
understand each other’s
perspectives

e Gives programs solid start
& keeps team focused

e “None of us is as smart as
all of us”

Copyright STC March 2008.
All rights reserved.
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CONOPS Can Be Started When Concept is

IDEA

Selected

| CONCEPT

 PROJECT

Copyright STC March 2008.

All rights reserved.

1 PROGRAM

13



Four Broad Types of
Solid Thinking

. Creative Thinking (incl Brain Storming) is great for

generating ideas but terrible for sorting them

Empathic Thinking is excellent for learning about
users but won’t identify flawed reasoning

. Counterintuitive Thinking surfaces new approaches

but cannot assess them

Critical Thinking will find biased data but will kill
creative thoughts

Copyright STC March 2008.

All rights reserved. 14



Small Team Exercise
with Three Parts

=

Thought exercise “Spacecraft”
2. Spa Management Problem
3. Roman Numerals Rearrangement

e Take 45 minutes

e Be back and ready for your spokesperson to
brief class with your solutions

Copyright Solid Thinking 2010

All Rights Reserved 15



Six-Step Protocol Moves From Concept to
OpCon to CONOPS - Summary

Gather Needs and Ideas for Solutions (brainstorming with
Users and Requirements writers; broad, inclusive solicitation
of ideas from technologists, creative thinking)

Develop Concepts (empathic thinking, requirements
elicitation, lateral thinking outside primary domain)

Prioritize Concepts (scenario planning, honesty, AHP,
budgetary planning), write OCD

Place Selected Concept(s) in a Concept of Operations
(CONOPS), Concept of Employment (CONEMP) and Operating
Concept (OpCon)

. Adjust Often (threats, tactics, techniques and procedures

[TTPS], processes)
Use It or Lose It! (All involved must employ the CONOPS,
every time. Not “optional”.)

Copyright STC March 2008.

All rights reserved. 16



A Good OCD Follows 5 Rules

Briefly describes need, solution and
operational uses (overviews of each)

Uses plain language
Is easy for non-experts to read

Is written from user’s perspective but
without too much user’s terms or slang

Uses a format that flows easily into
subsequent OpCon and CONOPS

Write these on white board for reference during discussion of European ATM

Copyright STC March 2008.
All rights reserved.
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OpCon of True Interests
(each group determines only what it needs,

not what it provides others)

Clean, straightforward
dev’t; no delays, price
escalation or scope creep

Developer * ) " Buyer

Contract type matching risk
& reward, user’s evolving needs;
common sense contract mgmt, timely payments

Copyright STC March 2008.
* Prime contractor All rights reserved.
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A Formal CONOPS

Different from a JOpsC, Architectural Concept, or
Operating Concept

Very specific document
Always built from Operating Concept(s)

Discusses three key aspects:

— Past shortfalls that will be corrected

— Changes to make those corrections happen

— Benefits of the resulting system/arrangement

Discusses user classes, scenarios, constraints,
assumptions, schedule

Overkill for some situations

Copyright STC March 2008.
All rights reserved.
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CONOPS Myths

Only the military services write CONOPS, not industry

OCDs, CONOPS, OpCons, CONEMPS: all are basically the same
thing, just different names

The [insert your favorite org or template] way is the only way
to build a good OCD or CONOPS

We don’t need a CONOPS for a new system until reqt’s are
written. Don’t know what user wants until then.

If we have an SOP/User Manual/training pgm, we don’t need a
CONOPS

If system entered service 10/20/30 years ago, it is too late for
OCD/CONOPS to be useful

The best person to write CONOPS & user docs is system
developer - - - she is the most knowledgeable about it

Copyright STC March 2008.

All rights reserved. 20



Specific Outputs from OpCons & CONOPS
Ensure We Design the Right SYSTEM

-ﬂ

Copyright Solid Thinking March 2008.
All Rights Reserved.




To Work Best With Engineers

e Clearly show the end goal

* Keep next two projects
visible

e Publicly show appreciation

e Take time to ask questions
and listen

e Learn to think like they do (logical thought and the scientific
method)
— Analytical vs empirical investigations
— Learn to analyze & question data

Copyright STC March 2008.
All rights reserved.
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Disruptive Technology vs System

e Disruptive Technology: Write description of technology plus OpCon

e Put Into Disruptive System: Write OpCon and then CONOPS
— Implementation details may be unknown

— Discuss spectra of possible implementations, carrying top 2-3 through
CONOPS (esp scenarios)
— “Fielded System” outline OK since past & present N/A

Copyright Solid Thinking 2008
All Rights Reserved



Be Evidence-Based
in Judgment and Action

e That which is measured can be tracked. And that
which is tracked can be managed.

e Three Common Types of Evidence Often Cited

I' «

— Anecdotal: “l saw this happen once (twice, etc.)...”
e Useful for forming hypotheses
* |n medicine, “observational studies”

— Analytical: “Looking at the data, this oughtto .. .”

— Empirical: “Let’s build one and test it.”
e Common at end of development programs (OT&E)

* In medicine, called clinical trials, uncontrolled and controlled (gold
standard is double-blind, placebo and required for human testing
of meds)

I' «

Copyright Solid Thinking 2010

All Rights Reserved 24



... And Then Don’t Blindly Trust ANY Data

(other peoples’ or your own)

Question the Data

e Used ALL of the available data
(or selected data set to support a
preferred conclusion aka cherry-
picked)?

e Conclusion is statistically
significant (or taken from too
small a data set)?

e Strongly supports a conclusion
(but conclusion is just a little too
politically convenient)?

e Biased in other ways?
e Ask “who benefits?

131

Wide Applicability
e Human census data
e Biological surveys

e Performance data for systemes,
components, devices, weapons,
sensors

e Claims for healthcare device or
product effectiveness, applicability

e Comparisons of two things (watch
for subtle bias in choice of “things”
being juxtapositioned)

Copyright Solid Thinking 2010

25
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“Bullets Are In Fwd Half of A/C, So You Are Flying
Through The Hail of Rounds: Slow Down To Be More
Survivable”

e Bullet holes WERE found
A mainly in fwd half of

/,‘.‘\ Phantoms
L e e e But not because “flying
------ /\ too fast through hail of

[ — — | bullets”
e What were scientists

| | missing?

Copyright STC March 2008.

All rights reserved. 26
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Your Actions Are Determined by Client’s Interests

Client’s Interest . . .

Your Course of Action . . .

Set up a new organization
Get people to accept new

approach

\ 4

Offer new system

v

Host an exercise

Assess operational utility of a
system

— That is completely new

Build OpCon &
Scenarios

— That already exists

Assess disruptive technology or

rapidly build a prototype

Explore utility of a device,

\ 4

Envision

Mandatory
Progress Check
with Client

Build CONOPS w/
Formal Template

Build CONOPS w/
Fielded Template

A

Technology in a
System

weapon, etc (not a system)

" OpCon

Build ConEmp &

l

—

l

l

l
_____________ |

l

l

l

l

l

Copyright Solid Thinking
All Rights Reserved
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Structured Dialogue With Operational Users

Copyright STC 2008.
All rights reserved.

Use Formal CONOPS Outline

T 4 - 0 4 !
- OpCon “*> CONOPS

|

Modeling & Simulation (M&S)

Nodes . .. .
- - - Traditional Decision Points - - -

What do we want from the M&S effort?
What real-world things are we examining Witry'the M&S?
What systems/platforms should be modeled?
At what fidelity? 4.1 <+ 5.3,5.6,5.9
What operational environment should be modeled?
What combination of systems/platforms is appropriate?
What operational scenario should be employed?

©COoNOOT~wWwNPE

What roles should be scripted?

10 Does the M&S result make sense?

Copyright STC March 2008.
All rights reserved.

] h Operating

- - - especially with Hands-On Operators - - - Environment

(t.o learn current conceptsf ops scenarios, Existing Now

biases, lessons from exercises & ops,

future needs, impressions of similar systems, etc.) Existing mé&s m&S
System or
Component | New M g s M&sS }

4

Modeling a new system:

«If modeling a new system in either an
existing or new operating environment
expect a challenging modeling effort
(shown as large “M”).

« The greatest challenge arises when
modeling a new system and simulating
a new environment (large “M” and “S”)

* Numbers refer to sections of Solid
Thinking’s “Eormal Joint/Coalition
CONOPS" Table of Contents

* The contributions of the OpCon are
shown on left side

What combination of dependent and independent variables is best?

28




Empathic Design

 Employed by Solid Thinking
* Requires visits to operational units to observe hands-
on use of systems

* |Involves careful observation of users, being mindful
of Heisenberg Principal
— Don’t let the observing influence the observed

— Guarantee of confidentiality and anonymity
— Disciplined & unobtrusive note taking

Discuss Combat User’s impressions of combat system

Copyright STC March 2008. 29
All rights reserved.



O Steps for CONOPS Builders

O 0 N O U kA Wwbh=

ldentify and meet key stakeholders

Set the CONOPS Level

Set budget and schedule

Pick the CONOPS building team

Manage building CONOPS like any project
Say what is missing

Use scenarios to illustrate system functions
Get all contributors to sign a signature page
Enter CONOPS Into Configuration Mgmt

Copyright STC March 2008.
All rights reserved.
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CONOPS Can Uncover Requirements

“l recently released a CONOPs developed in parallel with an
early requirements-and-design concept development effort.
This CONOPs was initially resisted, believed unnecessary by
several principals. When it was completed two months later
(using the outline and training provided by Solid Thinking),
we had identified a number of mismatched (and unspoken)
expectations, and identified on the order of forty new
requirements. One of the key original skeptics [said], "This is
one of the best CONOPS I've ever seen". The CONOPs is now
a key system document.”

(Lockheed Martin engineer, 2006)

Copyright STC March 2008.

All rights reserved. 31



Flight Outside CONOPS-Derived Flight
Profiles

e Fully loaded Apache
departed controlled
flight while hovering
at 8,500 ft MSL (not in

ground effect)

e “[Mission Level]
CONOPS did not
envision this flight
profile”

Source: Defense News

Copyright STC March 2008.

All rights reserved. 32



People Trained In CONOPS Are More Valuable To
Their Organizations

 Build CONOPS and requirements that capture
purpose, functionality and utility of a system.

 Work to eliminate latent defects and to build systems
that meet users’ evolving needs, on-schedule and

on-budget.

* Prevent development of any system that meets specs
and individual, functional req’ts but as a whole fails
to meet users’ needs.

 Take on a professional responsibility to users that
transcends contractual and financial boundaries

Copyright Solid Thinking 2009

All Rights Reserved 33



Common Mistakes Organizations Make
With CONOPS

Waiting for the client’s users to write the CONOPS

Treating CONOPS as an afterthought & fighting with
government/commercial customer over who pays for it

Assigning an internal team but allocating far too little money & time

Assigning internal “operations experienced” team lead, with no formal
training, to lead CONOPS

Using an old CONOPS as template for new CONOPS

Letting a “finished” CONOPS gather dust while S/W people write Use Cases
and Test Plans, guess at operational requirements (and eventually lead the
system’s testing)

Failing to assign Operations Engineer to drive OpCons & CONOPS; participate
in OA, OR and CA; help build FFBDs, help write test plans and
perform/witness all HSI and functional testing; help select and write
software Use Cases; certify CONOPS; write Users Manuals

Copyright Solid Thinking 2009

All Rights Reserved 34



Top 5 Mistakes
of CONOPS Teams

Lack of agreement as to use, scope,
cost of CONOPS

Insufficient consultation with users

Insufficient time and money
budgeted

Stakeholders have hidden agendas,
assumptions

SMEs derail/divert the process

Solid Thinking Photo

Copyright Solid Thinking 2009

All Rights Reserved 35



Lessons From Judeo-Christian Traditions of
America’s Founding Fathers (paraphrased)

Be plain-spoken and straightforward in all your dealings.
Mean what you say and say what you mean.

Expect to pay a fair price for good work (remember the
Boston newspaper ad for good oats).

Be honest: if you cannot do something, say so early and
loudly (remember Kelly Johnson’s refund of SSS to CIA for
high-Mach aircraft he decided couldn’t be built in 1960s).

Don’t be clever, be smart: know what you need to know in
your profession (best practices, code of behavior,
contracting principles and standards, performance standards
and client’s expectations)

Recognize bias toward other groups and eliminate it — use a

proven technique S
Copyright Solid Thinking 2009 36

All Rights Reserved



Complex Systems Design Suffers If

Too much reliance on interfaces (“we’ll sort that out later - - -
let’s just build the radar”)

Processing delays cause latencies that derail downstream
processes

Insufficient discussions on architectures, not early enough in
dev’t timeline
— DODAF treated as burdensome afterthought

— Business mgrs not supervising tech staff’s choices of architecture,
S/W standards, H/W attributes

— “What-if” game not played early/often enough
OpCons built late/superficial

S/W not built to open standards; USG cannot upgrade or
provide technology refresh

Copyright Solid Thinking.
All Rights Reserved.



Solid Thinking’s Predictions: by 2014

USG will dictate architecture/structures from list of approved

USG will provide ontology and AV-2 data library for each
major procurement

Plug-and-play must be demonstrated by vendor
— Minimum reliance on “interfaces”

— TCP/IP, Service Oriented Architecture, plug-and-play and post-before-
processing required for any ISR system

Noncompliance = non-selection/ “cancellation for
cause”

Primes must find ways to make $SSS without
Intellectual Property (no more coercion of USG to buy
upgrades from prime)

Copyright Solid Thinking.
All Rights Reserved.



To learn more please attend ATl course

Technical CONOPS and Concepts Master’s

Please post your comments and guestions to our bloqg:

http://www.aticourses.com/blog/

Sign-up for ATI's monthly Course Schedule Updates

http://www.aticourses.com/email_signup_page.html
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